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智能卡示例!

银⾏行行卡、交通卡 身份证、护照 SIM卡 ⻔门禁卡 数字电视



"
基础知识
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什么是智能卡!

Tamper-resistant computer, on a single chip, embedded in piece 
of plastic, with very limited resources.

capable of securely:
- storing data
- processing data

＊ Smartcards and RFID （http://www.cs.ru.nl/~kursawe/SiO2011/Slides/sio_smartcards.pdf）
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智能卡分类!

Memory Card vs Processor Card

接触式 vs ⾮非接触式

主动式 vs 被动式
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智能卡标准!

• 接触式智能卡 
• ISO/IEC 7816 

• ⾮非接触式智能卡 
• ISO/IEC 14443 
• Part 1：物理理特性 
• Part 2：射频能量量和信号接⼝口 
• Part 3：初始化和防冲突——Type A/B 
• Part 4：传输协议
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智能卡硬件!

• CPU 
• 例例如 8051 

• 可能还有随机数发⽣生器器、协处理理器器 
• 存储器器：RAM、ROM 和 EEPROM 
• 通常⽆无源 

• MIFARE Classic / Ultralight / DESFire 
• FM1208 
• NXP SmartMX
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智能卡软件!

• COS 
• FMCOS / MIFARE DESFire 

• 平台 
• JavaCard
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什么是NFC!

• 索尼、⻜飞利利浦于2002年年提出 
• 2013年年成为ISO/IEC 18092标准 
• 与14443 Type A/B、FeliCa兼容 
• 三种⼯工作模式 
• 卡模拟 
• 读写器器 
• P2P
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卡模拟!

SD  SIM   eSE



#
⼀一些话题
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01 ⻔门禁是怎么回事？

02 如何破解？
03 各种⽀支付各种Pay

04 校园卡如何⼯工作？
05开始⼊入⻔门

! 有趣的话题
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! （普通的）门禁
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! （普通的）门禁

Wiegand 协议

读卡⽚片ID（4字节）

卡类型： 
13.56MHz - Type A 
125KHz - ID
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! （普通的）门禁

如果你的⼿手机使⽤用Broadcom的控制器器，参考： 
http://stackoverflow.com/questions/28409934/editing-functionality-
of-host-card-emulation-in-android 
修改UID

http://stackoverflow.com/questions/28409934/editing-functionality-of-host-card-emulation-in-android
http://stackoverflow.com/questions/28409934/editing-functionality-of-host-card-emulation-in-android
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! 安全的门禁

Card Terminal
(with SAM)

Read basic info

Success

Request Random Number Verify

Random Number (R)
Calculate

MACEntrance Data (with MAC)

Success

Fig. 3: The entrance protocol.

Entrance protocol. When a passenger (with an AFC card)
wants to enter a station, the AFC system needs to execute the
entrance protocol, which is shown in Fig. 3.

First, the station’s terminal requests and reads the basic
information of this passenger’s AFC card, including the card
number, the expiration, and the balance. The terminal verifies
this information, including checking the expiration and whether
the balance is sufficient.

Second, if the above verification succeeds, the terminal
would try to write the entrance data to the Metro Data
file (just using the metro as an example). However, before
writing the entrance data, the AFC card needs to perform a
one-way authentication to the terminal. As shown in Fig. 3, the
terminal gets a random number R from the AFC card, and then
calculates a MAC by encrypting R with a pre-installed key2

shared with this AFC card (right-hand operations in Fig. 4).
Finally, after generating MAC, the terminal sends the

entrance data with the calculated MAC to the AFC card. The
card performs an external authentication (shown in Fig. 4): if
passed, the entrance data would be written on the card. On
the other hand, the external authentication works as follows.
As shown in Fig. 4 (left-hand), the AFC card first encrypts
the random number R with the key shared with the terminal.
Because the AFC card has received the terminal’s MAC, which
has been computed by encrypting the same random number R
with the same key (the right-hand operation in Fig. 4), the AFC
card can check whether the terminal’s authentication passes
through comparing the two ciphertext. If the terminal is fake,
the authentication fails.

After the whole protocol is executed, the passenger will be
allowed to enter the station, and her AFC card has been written
her entrance information.

Exit protocol. When the trip is finished, the passenger taps
her card on the exit terminal. Fig. 5 details the exit protocol.

First, the terminal reads the same basic information as the
entrance stage, including the card number and the expiration,
as well as the entrance data from the card. Then, the terminal

2In fact, the key differs in each card. Instead of storing all keys (which is
obviously impossible), the key of each card is generated using a root key and
its card number. The root key is stored in a so-called SAM module attached
on the terminal. The terminal uses SAM to generate the each-card key.

Generate Random 
Number (R)

Secret 
Key (K)

=?

Accept

Reject

Secret 
Key (K)

Smart Card Terminal

Fig. 4: External authentication, used by the card to validate
the terminal.

Card Terminal
(with SAM)

Read basic info &
 entrance data

Success

Debit (with MAC)
Verify &

Calculate fare

Success (with MAC’) Upload

Fig. 5: The exit protocol.

verifies the above information. If the verification succeeds, the
terminal calculates the fare that the passenger needs to pay.
The verification process is the same as the first step in the
entrance protocol.

Second, in order to upload the transaction log information
to the AFC backend, the card and terminal need to perform a
mutual authentication with each other. In other words, besides
the authentication to the terminal, in this step (called debit
checking step), the terminal also needs to check whether
the AFC card is emulated or fake. The process that the
card authenticates the terminal is almost the same as the
authentication step in the entrance protocol. On the contrary,
i.e., the terminal authenticating the card, the AFC card needs
to use its private transaction key TK to generate a session
key SK and a MAC’ (generated using the SK), and then sends
them to the terminal for the authentication. The most important
property in this step is: a fake or emulated AFC card cannot
have a transaction key to pass the authentication.

After the mutual authentication, the terminal uploads the
transaction information to its backend.

III. ATTACK DESIGN AND LESSPAY IMPLEMENTATION

In this section, we first present how we design our attack
(in Section III-A and Section III-B) and the implementation
of the LessPay app (in Section III-C).

As shown in Fig. 1, our attack has six steps (i.e., Step 1-2
and Step 4-7). Step 3 and 8 do not belong to our attack, since
they occur on the terminal side and are not controlled by us.
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! 如何破解？

2008年年，MIFARE Classic卡被破解。 
破解⽅方式为在显微镜下逐层分析电路路，
得到了了MIFARE卡的随机数发⽣生器器的
算法。 

• 知道⼀一组密钥 
• 暴暴⼒力力破解
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! 如何破解？

⼊入⻔门⼯工具： 
mfoc
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! 闪付
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! 闪付

“闪付”是指符合国家⾦金金融标准的⾮非接触式⽀支付规范，其使⽤用⾮非接触式
（感应式）的⽅方式，⽀支持借贷记功能、电⼦子现⾦金金功能和其他应⽤用功能。

脱机联机
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! 闪付（联机）
JR/T 0025.5—2013 

125 

MDK
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(加密
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(加密

解密

加密)

UDKB

发卡行主机安全模块

PAN和PAN序列号

MDK

取反的

PAN和PAN序列号

发卡行生成双长度主分散

密钥（MDK）

个人化时，发卡行为每张

IC卡生成唯一DEA密钥

A(UDKA)和唯一DEA密钥

B(UDKB)

UDKA使用应用主账号和

主账号序列号，执行3DES
计算生成

UDKB使用取反的应用主

账号和主账号序列号，执

行3DES计算生成

 

图 D.5 双长度DES密钥分散 

 
应用主账号（PAN）和应用主账号序列号用来组成一个8字节（16个数字）长的数据块D1，用来生成

分散的唯一DES密钥A。如果应用主账号序列号不存在，用一个字节00代替。如果应用主账号和应用主账

号序列号的长度不等于16个数字： 

——如果长度小于 16 个数字，右对齐，前面补 0； 

——如果长度大于 16 个数字，取最右边 16 个数字。 

上述数据块D1取反，用来生成分散的唯一DES密钥B。 

图D.6是卡片使用唯一DES密钥A和B（UDKA和UDKB）进行卡片认证的过程。 

A. 密钥 B. 校验码 

SK = f(ATC, UDKA, UDKB) 
ARQC = g(交易易⾦金金额, 随机数, 
                  ATC, …)
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! 闪付（脱机）

卡

终端

公钥证书

银联公钥

提取公钥

对交易易数据签名

验证签名
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! /Samsung/MI Pay

就是⼀一张基于eSE的闪付卡（⽬目前仅联机）



24

! 校园卡如何工作

电⼦子钱包（PBOC 2.0）

公交卡（Type A） 
清华⼤大学校园卡（Type B） 
    ⻅见同⽅方智能卡COS⼿手册
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卡片指令集  TFCOS v2.0 手册 

80  清华同方电子商务事业部 

交易类型标识 1 
终端机编号 6 
主机交易日期 4 
主机交易时间 3 

图 5-74 消费交易明细 

 

5.4.5.3. 消费交易流程消费交易流程消费交易流程消费交易流程 

IC 卡  POS 机  PSAM 卡 
     
 

 
POS 上电 PSAM 卡上电 
PSAM 卡初始化 

 
 
初始化 

 
 

… 
 

PSAM 标识

符 
卡片插入  …  … 
交易预处理  交易预处理   
发卡商标识 8  
卡片应用序列号 10   

设置 PSAM 卡交易密钥命令 
发卡商标识 8  
卡片应用序列号 10  

 
由应用序列

号生成消费

子密钥 
命令处理 

 
消费初始化命令 

DATA:密钥索引  交易金额 

终端机编号  
 

返回密钥索

引号 

返回 卡片余额 脱

机交易序号 透支限

额 密钥版本号 算

法标识 伪随机数  

 

申请 PSAM 卡产生交易 MAC1 
卡片余额 脱机交易序号  
随机数 … 

 

 
 
命令处理 

命令处理 
验证 MAC1 的有效性 

 

消费命令 
DATA:终端交易序号 终端交

易 日 期  终 端 交 易 时 间 

MAC1  

 

返回终端交

易 序 号

MAC1 

MAC1 有效 返回

TAC MAC2 并进

行以下交易处理  
从余额中扣减消费金

额 卡内脱机交易序

号加 更新交易记

录 

 

 
 
 
申请 PSAM 卡验证 
交易认证码 MAC2 

TAC MAC2  

 

 
 
 
验证 MAC2 

卡片拔出 
 

写交易明细 
完成交易  

终端交易序

号加一 返回

签名 MAC0 

图 5-75 消费交易流程 

 

.  
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! 开始入门

使⽤用NFC⼿手机： 

NXP TagInfo 
Banking Card Reader 
NFC Tools Pro

使⽤用PC（Windows）： 

ACR 122u 
mfoc 
SpringCard/CardWerk API
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! 开始入门

Smart Card Handbook 
MIFARE Classic/Ultralight/DESFire Datasheet 
FMCOS 2.0 Manual 
PBOC 3.0 
GB/T 31778



FAQ


